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Description 



The present inventfon relates to intrusion ctatec- 
tion systems generally and more particularly to 
concealed perimeter surveillance systems based on 5 
magnetic enomaty detection. 

Conce^Jed perimeter survBiflance systems em- 
ploying magnetic anomaly detection are known in 
the art. $uch systems typically comprise a plurality of 
sensors, typically Cn the form of tMiried wire loops. 10 
which are connected Individually to a central contrvsi 
and display console, which indicates the location of 
an kitrusion. 

In order to avoid false alarms due to spurious 
electromagnetic Inlerference, as from power lines, rs 
conventionaJ systems are provided with InWtwtion 
apparatus which prevents an alarm indication during 
tire presence of such interference anywhere m ttie 
system. 

The present invention seeks to provide an im- £19 
proved perimeter surviettance system providing 
enhaficed protection at lower cost than conventional 
systems of the type described herelnalx>vQ. 

There is thus provided in accordance with a 
preferred emt>odiment of the present invention an S5 
improved perimeter survefflance system comprising 
a plurality of intrusion sertsors distributed fnthe field, 
amplifier apparatus associated with the piur^ity of 
intrusion sensors and apparatus for inhibiting an 
alarm indication output of amplifier apparatus asso- 30 
dated with an intrusion sensor in response to 
simultaneously detected electromagnetic inter- 
ferer>ce detected thereat, without necQssar9y inhh 
biting the operation of other amplifier apparatus in 
the system. S$ 

Additionally in accordance with a preferred em- 
bodiment of the Invention, the intrusion sens<»rs are 
buried wire loop sensors. 

Further in accordance with ari embodiment of the 
present invention, the amplifier apparatus associ- 40 
ated with each intrusion sensor is operatrve to 
activate auxOiary apparatus, such as searcfilights, 
cameras and audio alarms in response to sensed 
intrusion at said Intrusion sensor. 

Further in accordance with a preferred embodt- 45 
ment of the present invention, additional intrusion 
sensors are connected in series with the aforesaid 
intrusion sensors, to define additional protection in 
given intrusion zones^ 

Additiorially in accordance wfth a preferred em- 50 
bodtment of the present invention there is provided 
insulation between the ampi^er apparatus and the 
earth to prevent false alarms due to earth fields. 

The present invention wiH be understood and 
appreciated more fully frbm the fbKowfng detailed 55 
description taicen In conjunction with the drawings in 
which: 

Rg. 1 is an illustration of a typical site layout 
for an intrusion detection system constructed 
and operative in accordance with a preferred 60 
erTtf>odiment of the present invention: 

Fig. 2 Is an illustration of the arrangement of 
the wire loop sensors and associated amplifiers 



and separators employed In accordance with 
the present invention; 

Fig. 3 is an Illustration of an interference 
resistant loop employed in the presence of a 
source of eieotromagneiic interference; 

Figs. 4, 5 and 6 are block diagram illustrations 
of three typical types of amplifier connections 
employed in accordance w«h the present 
Invention; 

Rg. 7 is a blocl< diagram illustration of an 
interconnection tietween an Inftibftor and a 
separator employed in the layout siiown in 
Fig.l: 

Rg. 8 Is a block diagram of an amplifier and 
inhibitor employed in the mvention; 

Fig. 9 IS a diagram of the control center 
employed in a preferred ernbocfiment of the 
invention: 

Fig. 10 Is a block diagram of t^C circuitry 
employed in th* invention: 

Fig. 11 Is e schematk; illustration of the 
circuitry of Fig. 10; 

Fig. 12 is a block diagram of LCH drcurtry 
employed in the invention: 

Fig. 13 is a sehematlo llhistFation of the 
circuitryafFig.12: 

Pigs. 14 - 16 er« schematic illustrations of the 
amplifierAnhibitor shown in block diagram form 
in Fig. 8; and 

Rg. 17 is a schematic illustration of a 
separator employed in the emt>o(tim8nt of 
Fig. 4. 

RefBTBnce is now made to Fig, 1. which shows a 
typtcs^ ^te layout for an intrusion detection system 
constructed and operative in accordance with a 
preferred embodiment of the present Invention. The 
intrusion detection system typically comprises a 
control center 10 which monitors the operation of 
the entire system and displays intrusions through a 
predetemlned periphery aforig which the system is 
disposed. 

Along the predetermined periphery there are 
disposed a piuiality of sensors 12, typically defined 
by burled wire toops, which are described herein- 
after In connection with Figs. 2 and 3- Each sensor 
12 is typically connected to an ampllflcation-loca] 
inhibition assembly 14. A numt>er of cfifferent types 
of assembly configurations ans employed in the 
system and are indicated by letters A, C and D. 
These are described hereinbek»w with reference to 
Figs. 4r 5 and 6 respectively. 

A system inhibit drcuil is provided and indicated 
ai reference numeral 16 by letter B, An au>alfajy 
sensor 18 may be provided at one or more locations 
along the periphery and is shown connected to 
assembly type D. For the purpose of explanation, a 
source of interference, such as a high tension 
electrical transmisston wire, is Indicated at reference 
numeral 20- 

Reference is now made to Fig. 2, which illustrates 
a portion of an intrusion sensor 12, as seen typically 
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in a plane parallel to the ground surface. The 
intru»on senior 12 is disposed below the ground 
surface and is provided wHh conductors typicaHy 
disposed as illustrated in a multiple loop configura- 
tion which is designed to minimize false alamis. The 
intrusion sensor is characterized by a repeating 
pattern of 5Ut>loop pairs, eaoh of length up to about 
20 meters wherein paraBel conductors 20 and 22 
extend between crossover loops 24. The separation 
of parallel conductors 20 and 22 is typically up to 1 .5 
meters, 

A pluraftty of subloop pairs defines a sector 26, 
which is typicaRy of overall length of up to SOO 
meters. Each sector 26 corresponds to a sensor 12, 
shown in Fig. 1. and is connected to an amplifier 28. 
Amplifier 28 is output coupled to a separator 30 and 
thence to a cpnlrol cable 32 which leads to control 
center 10. it is noted that is it is not necessary for an 
even number of sectors 26 to be defined in a system. 

Ref ererK:e is now made to Fig. 3 which illustrates a 
particular loop arrangement which provides reduced 
interference from elongate sources of electrical 
interference 34 and 3S. such as eleetrlcal power 
transmission lines, wrtiich lie at 90 degrees to the 
orientation of parallel conductors 38 and 40. It is 
seen that the subloop of Fig. 2 is further aubdMded 
as illustrated, perpendicular to the longitudinal axea 
or the elongated sources 34 and 36, to provide the 
desired balancing. 

Reference is now made to Fig. 4 which illustrates, 
in block diagram form, the A type of amplifier-separ- 
ator interconnectibns employed in the system of 
Fig. 1 . Here a pair of kJent'rcal amptiliers 42 and 44 are 
provided, each having the following terminals: 
output, input, analog, signaL +, ground and-» In 
addition to the sensor connections which are 
connected to a sector 26. Ampiifiers 42 arKJ 44 are 
illustrated In detailed schematic illustration in 
Figs, 14-16. The output connections may l>e 
employed for operating auxiliary equipment such as 
searchlights. 

The + , and ground signal terminals of the iwo 
amplifiers are coupled to a separator.46. such as that 
shown In Fig. 17. typically inciuding an optoisolator 
for isolating the various signals and a DC-DC 
converter for isolating the Input and output voltages. 
The signal outputs of both amptifcers are supplied via 
the separator 46 through the control caWe 32 (Fig. 1) 
as are the '4-,-and ground connections to the 
controi center 10. 

Fig. 5 illustrates the C type of ampiifiar-separator 
interconnections. This conlfiguratlon is identicai to 
that of Rg. 4 except ttiat here, in accordance with a 
preferred embodiment of the invention, local inhibi- 
tion is provided by coupGng the output of ampfifier 42 
to the input of amplifier 44 and vice versa. As a 
result, should both ampWiers receh^e the same 
signal simultaneously to within a predetemrtened 
threshold, no tncfication of chiange is provided at the 
mput and output of separator 46. since the net 
output of each amplifier remains tbe same, in this 
manner, local interference at a given pair of sectors 
26 (Fig, Z) is dealt with by local inhibition without 
interfering wrth the normaJ operation of the remain- 
ing sectors of the system. 



Reference is now made to Fig. B which illustrates a 
connection of the D type wherein another type of 
sensor 50, such as a taut wire sensor, for example, is 
connected in series along the control cable 32, 

5 specifically in series alor>g one of the two signal 
outputs extendir^g from a type A or G connection to 
the control center 10. 

Pig, 7 Illustrates a type B connection wherein an 
inhibitor 51 , such as that shown in Figs. 14-16 

10 receivea a disturbance Input, typically of a system 
wide naturoi such as Pghtenlng. from a disturbance 
sensor 52, such as a closed circuit antenna. The 
InhOritor 51 is typtcalty connected to a control cable 
32 via a separator 54, which may t>e klenticat to 

IS separator 46 (Fig. 4) and normally provides a system 
inhibit output to the control center 10 via the control 
cable 32. Alternatively, it may provide a local 
inhibition output to one or more specific sectors. 
Reference is now nrwtfle to Fig. 8 which is a block 

£0 diagram tllustration of the amplifier and irtfubitor 
employed in the embodiments of the invention and 
r^nred to variously by reference numerals 42. 44 
and 51 » rt being understood that the amplifier and 
inhibitor may be identical. 

2S TTie ampiifier/inhcbitor Slustrated in Fig. 8 com- 
prises toroids whi^ are coupled to a sensor sector 
26 (Fig. 2). The toroids are interconnected with a 
pre-amplifier 62 which outputs to an ampfifier filter 64 
which outputs via a power supply and output circuit 

30 66. TTie circuitry of Rg. 8 is illustrated in detail in the 
achematic Ulustraiions of Figs. 14-16. 

Fig. 9 illustrates, in wiring diagram form, the 
control center 10 employed in the embodiment of 
Fig, 1 - The control center typically comprises LCC - 1 

35 circuitry 70 which iS coupled to a plurality of LCH 
circuits 72. the oonneotions to one of the LCC 
circuits being shown. Connections to a display are 
Indicated at reference numeral 74, while inputs from 
the various sectors are indicated at reference 

40 numeral 76. External outputs to auxiliary apparatus 
such as searchlights, etc. are Indicated at reference 
numeral 76. 

The LCC clrcultiy 72 is illustrated in blocic diagram 

form in Fig, 10 and in detailed schematic form in 
45 Frg. 11. The LCH circuKry is illustrated in block 

diagram form In Fig. 12 and in detailed schematic 

form in Fig. 13. 

It will be appreciated by persons skilled in the art 

that the pressent invention is not limited by what has 
SO been particularly shown and described herein. 

Rather the scope of the present invention is defined 

only by the claims wttfeh follow: 



55 



1 . An improved perimeter surveillance system 
comprising: 

so a plurality of intrusion sensors distributed in the 

fiekJ: 

amplifier means associated with said plurality of 
intrusion sensors: and 

means for inhibiting an alarm indication output 
ss of amplifier means associated with an intrusion 
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sensor in re&ponse to slmuttan$ous]y detected, 
electromagnetic interference detected thereat, 
without nocess^rily inhibiting the operation of 
other amplifier means in the system. 

2. Apparatus according to cteim 1 and S 
wherein s^d intrusion sensors compifse burled 

wire loop sensors. 

3. Apparatus according to either of the 
preceding ctdim$ wtierein said ampKiffer 
means associated w!th each intrusion sensor Is lo 
operative to activate auxiliary apparatus* such 

as searchlights, cam^ra^ arid audio aiarms in 
response to sensed intrusion at said intrusion 
sensor. 

4. Apparatus according to any of the preced- is 
Ing claims and wherein additional intrusion 
sensors are connected to the sensors in series 

so as to define additionaf protection in given 
fntrvsion zones. 

5. Apparatus according to any of the preced- 20 
ing claims and also comprising means for 
providing insulation between the amplifier 
means ar>d the earth to prevent false alarms diAe 

to earth fields- 

6. Apparatus substantially as shown and 25 
descn'bed hereinabove. 

7. Apparatus substanfialty as illustraxed in any 
of ttie drsMrings* 

30 



3S 



40 



45 



SO 



55 



eo 



PAGE 2»35 * RCVD AT 211 1/2005 3:49:17 PM [Eastern standard Time] ' SVR:USPTO^^ 



FEB. 11 2005 3:59 PM FR 613 563 3231 613 563 9231 TO 17038729306 



P. 26 




PAGE 2605 ' RCVD AT 2/11/2005 3:49:17 PM [Eastern Standard 




PAGE 27/35 ' RCVD AT 211 112005 3:49:17 PM (Eastern Stanitard Time] ' SVR:USPT0-EFXRF-1<5 * DNIS:8729306 ' CSID:613 563 9231 * DURATION (inin-ss):08'24 



FEB . 1 1 2005 3:59 PM FR 813 5B3 9231 



613 563 9231 TO 



1703S729306 

U240456 



p. 28 



DUTPUT 



INPUT 
ANALO G 



SIGNAL/^ 



INPUT 



ANALOG 



OUTPUT 



J 



SIGNALS 



OUND 



_L FIG ^ 



5IGNAL#1 



SIGNAL#Z 



GROUND 



4^ 
TO (-) 
CONTROL TgT 



CENTER SIGNALS 



StGNALtfl 



TO 

JUNCTION 
TYPE A 
OR 

TYPE C 



-A 



50 



FIG 6 



N.C. 



PAGE m * RCVD AT 2/1 1/2005 3:49:17 PM {Eastern Standard Time] ' SVR:USPT0-EFXItF-1/5 ' DNIS:8729306 ' CSID:613 563 9231 ' DURATION (innKS):0lt-24 



FEB . 1 1 2005 3:59 PM FR 613 5B3 9231 613 563 9231 TO 17038729306 



P . 29 



NOTE 

1 



1 



OUTPl/rj 



INPUT 



ANALOG 
kfGNAL#1 



bRQUND 



INPUT 



GROUNDj 

I 



0240456 



JEST 



SGNAUFl 



.{-) 



GROUND 



FIG 5 





51 


LOCAL INHIBITI 


ON 


5A 


SIGNAL 


OUTPUT 


TEST 


52. 


A . 




(*) ^ 


(-) 




[-) 

GROUND 


RG 7 




GROUND 









PAGE m ' RCVD AT 2/t 112005 3:49:1 1 PM [Eastern Standard Time] ' SVR:USPT0-EFXRF-1f5 ' DNIS:8729306 ' CSID:613 563 9231 ' DURATION (inM$):08-24 



FEB. 11 2005 3:59 PM FR B13 563 9231 613 563 9231 TO 17038729306 P . 30 



0240456 



REGULATED VOLTAGE 







TEST 




TEST 




,TEST 






SIGNAL, 


62 


SIGNAL, 


6/> 


SIGNAL. 


SENSOR 











66 



OUTPUT 



INPUT 



ANALOG out: 



SIGNAL TO eg 



(±)FRQMCC 



{-) FROM CC 



OUT 




FIG ^6 



PAGE 30/35' RCVD AT 211 1(21105 3:49:17PM [Eastem Standard rime] ' SVR:USPT0{F)(RF-1I5 ' DNIS:8729306 ' CSIO:613 583 9231 ' DURATION (nw$$):08-24 



FEB^ll 2005 3:59 PM FR B13 563 3231 



613 563 9231 TO 17038729306 

0240456 



p. 31 



12V DC jCONDmONAU 



12V DC 



2AVDCfcQMy 
24V DC 



24-80VDC 



^-eovDC 



1 



VOLTAGE 
REGULATOR 



QgSCT 



INPUTCftLARK 



TEST ONRJT) 



-|;EST(OLn-pUTS} 



TO 

CHANNELS 



FROM 
CHANNELS 



TP CHANNELS 




INHBfTiON 



INDICATOR 



PAGE 31135 ' RCVD AT 2/11/2005 3:49:17 PM [Eastern Standard Time] ' SVR:USPT0{FXRF-1/5 ' DNIS:8729306 ' CSID:613 563 9231 ' DURATION M:08-24 



FEB .1 1 2005 3:59 PM FR 613 5B3 9231 613 563 9231 TO 17038729306 



0240466 



P .32 




PAGE 32/35 ' RCVD AT 2/11/2005 3:49:17 PIM [Eastern Standard Time] ' SVR:USPT0{FXRF-1/5 ' DNIS:8729306 ' CSID:613 563 9231 ' DURATION (innHS$):08-24 



FEB -11 2005 4:00 PM FR 613 5B3 9231 



613 563 9231 TO 17038729306 



P. 33 



0240456 




PAGE m ' RCVD AT 211 1/2005 3:49:1 7 PM [Eastern Standard Time] ' SVR:USPT0-EFXRF-1I5 * DNIS:8729306 ' CSID:613 563 9231 ' DURATION (inm-s$):08-24 



FEB^ll 2005 4:00 PM FR B13 583 9231 



613 563 9231 TO 17038729306 



P. 34 



U240456 




PA(X 34/35 * RCVD AT 2/1 1i20ltf 3:49:17 PM [Eastern Standi 



FEBai 2005 4:00 PM FR 613 563 923 1 



613 563 9231 TO 17038729306 

0240456 



p. 35 




PAGE 35/35 * RCVD AT 2/11/2005 3:49:17 PM [Eastern Standard Time] ' SVR:USPT0-EFXRF-1/5 ' ONIS:8729306 ' CSID:613 563 9231 ' DURATIO» (inm;^s):08-24. ^ , 



